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TpeboBaHMs OM3Heca © McAfee

e dhhekTnBHOE YNPABAEHUNE MOAUTUKAMM UMb
e CHMXEeHuUe 3aTpaTt Ha oBCcAyxmBaHue T 1 b MHAOPACTPYKTYP

 BHeApeHue HOBbIX OM3HEeC-CepPBUCOB HE AOAKHO CTOHOBUTHLCS
NPUYMHOM BO3HUKHOBEHMS BDpELLIEN B CUCTEME OE30MACHOCTH

» O6ecnevYyeHue MAKCMMOAbHOM HENPEPbIBHOCTU OMN3HEC-
MpPOLLECCOB



ToebosaHuma UT/Nb ® McAfee

An Intel Company

. [Tocae NyBAMKALUMKM MHAOOPMALMKM O HOBOU YSI3BUMOCTHU HC
AQHOAM3 AKTYAABHOTO PUCKA/3ALLUMLLLEHHOCTU YXOAAT AHU/HEAEAU

e [laTymn oT PA3AUYHbIX I1p0M3BOAMTeAeﬁ HE BbIXOAAT MITHOBEHHO
MOCAE MNOABAEHNMA HOBbLIX YIOO3

e [TPUXOAMTCH YIPOBAATb AECATKAMU KOHCOAEU OT PA3HbIX
MPOU3BOAUTEAEN

e ATAKM NMPOHMUKAIOT B CETb HECMOTPS HA «BLICTPOEHHYION
MHOTOYPOBHEBYIO MHOTOBEHAOPHYIO (MPOAOAXMTE CAMME) 3ALLUTY
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Y1o Bbl aeraeTe MPU MOSIBAEHMM HOBBIX YA3BMMOCTEM?

B aBTOMATMYECKMX OBHOBAEHMIX MICrosoft HOMAEHHQAS B MPOLLAOM MECSLLE
YA3BMMOCTb MOKA HE BbIAQ YCTPAHEHA, OAHAKO ObIA BbIMYLLLEH MATY, KOTOPbIM
MO3BOASET €€ 3AKPbITb.

[ToUMEYATEABHO, YTO YA3BMAMOCTb 3ATPANMBAET BCE BEPCUM IE - OT LLECTOM AO
OAMHHOALLOTOM. [TOCAEAHA MHTEMPUPOBAHA B ELLLE HE BbILLEALLIYIO HO
KOMMEPYECKMIM PbIHOK ONEPALIMOHHYIO cncTtemy Windows 8.

[ToCAE TOro KOK CTAOAO M3BECTHO OB Y43BUMOCTU, YUCAO ATAK, NMPOOBOAMMBIX C

ee NMOMOLLLBIO, . MacLwTad 3anMAEMMM OKA3AACH
LLMPE, YeM MPEANOAATAAOCH M3HAYOABHO, PEIOMMUPYIOT SKCMEPTHI.

[NoapobHee: hitp://www.chews.ru/news/top/index.shiml22013/10/02/545138
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AHOAM3 YI3BUMOCTEMN U MPUOPUTEIALMS OKTUBOB

SAFE NEVER SLEEPS.
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CKOHMpOBOHMe OC HO I_lK M CepBepOX An Intel Company

AYAUT MOAUTUK

CKOHMPOBAHME BA

CkaHmpoBaHue Web

CkanuposaHme OC

be3areHTHOEe CKAHMPOBAHME C HOMOOAbLLIEM BA30M
M3BECTHbIX YS3BUMOCTEM

BO3MOXXHOCTb AMCKABEPUHIA CETU
MacLUTabmpyeMoCTb AO MUAAMOHOB CETEBBIX Y3AOB
437 noasepkmBaembix Tmrnos OC

Pa3AMYHbIE BUABI CKOHMPOBAHM (infrusive, non-intrusive;
credential/credential-less)

OTKPbITAA CXeMA BA — BO3MOXXHOCTb MHTEMOALLMM

WHTEerpaums ¢ npoayktamm McAfee no API, API
OMYOAMKOBCOH M AOCTYMNEH AAS MCMNOAb3OBAHMS BHELLIHMMM
MOCTOBLLMKOMM

Peaamsaums - MO, MAK, BUPTYAAbHAS MAATADOPMA, SAAS



CKaHMpoBaHMe Web-nprAOXKeHMM © McAfee

* [AyBOKOE CKOHMPOBAHME Web-NMPpUAOXKEHMM
*  AVMICKABEPUHT MPUAOXKEHMS, MOCTPOEHUSA KAPT
» CkaHuposaHue noaaepxmsaetr OWASP, PCI, CWE

* BO3MOXHOCTb CKOHMPOBAHMS MOCAE
QAYTEHTUTOUKALIMM B MOUAOKEHMM

CkaHrposaHie Web ’ * TMOKOs HOCTPOMKA BKAIOYEHHbIX B CKaH URL 1
MCKAIOYEHMM

AYAUT MOAUTUK

CKAHMPOBAHME BA

CkaHuposaHue OC




CrneumnaAmsmpOBAHHOE CKAHMPOBAHKME CYBA

* boaee 4 000 npoBepok ToAbkO CYBA

YPOBHM OBOHOBAEHMI

Baseline no koHdurypaumm

CAabble NApoOAmr
CKAHMPOBAHME BA ’ OBHapy»xeHue backdoor'os
OBHapyxeHne KoOHd.AaHHbIX (PlI, SSN, etc)
Ya3sumbin PL/SQL koa
HewncnoAbzyemble doyHKLIMM
[MOAB30OBATEABCKME MPOBEPKM
Ckanuposanme OC * [IPEeAOCTABAEHME OTHETOB MO POAIM
DBA, Developers, InfoSec, Audit

AYAUT MOAUTUK

CkaHmpoBaHue Web

McAfee
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AYAMT MOAUTUK BE30MACHOCTU @ McAfee

An Intel Company

* CKAHMPOBAHME HAO COOTBETCTBME CTAHAQPTAM U
PENYAITOPAM
PCI, SOX, HIPAA, FISMA
ISO, COBIT
CIS, DISA, FDCC
* [Moaaep>xka Win/UNIX/Linux/Mac
* lNMoaaepxka ctaHAapPTa SCAP U1 COMYTCTBYIOLLIMX
MPOTOKOAOB
CkaHuposaHme Web (e.9.. XCCDF, CCE)
* [MOKAS CUCTEMA YMPABAEHMSA MCKAKOHEHUAMM
* [MoAAEPXKKA (BOAOTOTrON baseline

*  OTCAEXMBAHUE U3MEHEHMA GOAMAOB

AYAUT MOAUTUK ’

CKaOHMpPOBAHME BA

CkaHuposaHue OC




B 4em OTAMYME OT TPAAMLIMOHHOTO CKAHMPOBAHMSA?S © McAfee

TPAAULLUOHHbIE
CKAHUPOBAHMUSA




OBHApPY>XEHME AKTUBOB B PEXMME PEAABHOIO BPEMEHMU
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MOAHAS MHADOPMALMA OB MHADPACTPYKTYPE © McAfee

J McAfee Asset Manager

A et ooy

Wi Azmengians Last Ustate Wed tay 08 12440

® Software Inventory (Microsoft Windows Devices, Missing Anti-Spyware Software)

| Oparaticn

Generated From Predefined Report: S

ware Inventory (Microsoft Windows Devices, Missing Anti-Spyware Software)

Mansged Elements o
Oniine Eloments Filters applied: Site is All
¢ 2 Operating System stem T HetBIOS Mame |DNS Mam Addr MAC Vendor ID
Ofine Elements
Offine Elements wihout 1# 102,168 168.70 MENALAR 1021681683 [l Microsaft Windows 2008 R2 Enterprise sry-del ua OC:20:03:77:5  VMware, Inc.
Sotal Elements
102,168 168.70 MENALAR 10216m 1684 [ Msicrosafs windows 2012 Standard SRY-DC sry-de hdministrator@ME 00:50:56:A7:70:0  VMware, Ine.
NALARLOCAL E
Firowalied Elements ) _ .
102168 168.70 MENALAR 1021681685 [ Microsaft Windaws 2008 SP1 R2 Enterprise Server SRV-EXE sry-ens 00:00:20:56:14:4  VMware, Inc.
E
192.168.168.70 MENALAB 192.168.168.7 Ei Microsaft Windows 2008 SP1 R2 Standard Server SRV-EMM1 srv-emmi mn&isc&ﬂnHE gO:CC:EQ:?i:EC:S W Mware, Inc.
192.168.168.70 MENALAB 192.168.168.16 El Microsaft Windows 2008 R2 Standard Server SRV-RPT srv-rpt AdministratorgME 00:00:229:70:08:E  VMware, Inc.
MALARLOCAL A
192168 168.70 MENALAR 192168 168,18 [ Microsafs windows 2008 R2 Standard Server SRV-VMC srv-vme ga:uc:as:rz:cl:a VMware, Inc.
192,168 168.70 MENALAR 192168 168.22 [} Microsafs Windows 2008 sP1 R2 Enterprise Server srv-epo Administrator@ME 00:50:56:47:58:0  VMware, Inc.
MALARLOCAL g
192,168 168.70 MENALAR 102168 168.23 [ sicrosafs windows 2008 sP1 R2 Enterprise Server SRV-50L2 sry-sgll Administrator@ME 00:50:56:47:38:F  VMware, Inc.
MALARLOCAL B
102,168 168.70 MENALAR 102168 168.24 [l Microsaft Windows 2008 R2 Standard Server SRY sry-drm pdministratorgME 0:0C:20F4:54:5  Vhware, Ine.
102,168 168.70 MENALAR 102168 168.26 [ sicrosafs windows 2008 R2 Standard Server sre-ore ga:ac:ag::a:m:: VMware, Inc.
102168 168.70 MENALAR 102168 16864 B Microsaft Windaws 7 Professianal Warkstation dsk-menalabl hdministrator@ME 00:15:64:80:62:1  Dell Inc.
NALARLOCAL o
102168 168.70 MENALAR 102468 168.66 [ Microsaft Windows 7 Frofessianal Warkstation dsk-menalab Ha user gn:ls:s-t:sc:m 5 Dell Inc.
102168 168.70 WORKGAOLP 102168 168.28 [f] Microsaft Windaws 2008 R2 Standard Server SRV-5500 00:50:56:8E:67:1  VMware, Inc.
1
Summary
Total Humber of Microsaft Windows Elements to be audited n
Elements successfully audited i7
Elements unsuccessfully audited ]

Excluded / Offline Elements at the time of the audit 4
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Most Prevalent Operating Systems List View

Vulnerability Count by Severity Current as of 2013-10-02 04:00 Vulnerability Percentage by Severity Current as of 2013-10-02 04:00

Microsoft Windows Explorer Local Denial Of Service Vulnersbility

. HTTP Server Prone To Slow Denial OF Service Attack 5 1.000
. Microsoft TURKTRUST.Inc Fraudulen Certificates Spoofing (2798897) 5 ' M High
. Microsoft Windows Kernel win32k.sys Privilege Escalation 5 - Medium
Microsoft Internet Explorer C5S 'expression’ Remote Denial of 5 E 750 Low
. Microsoft HTML Help Stack Overflow Remote Code Exscution 4 5 7 7% @ Informational
. Microsoft Windews wab32res.dll Insecure Library Loading Remate 4 .:'": ) )
= 500
. ‘Web Server Supports Weak SSL Encryption Certificates 4 -g 2.4%
=
. Microsoft Unauthorized Digital Certificates Could Allow Spocfing 4 g
2 250
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[A€ €CTb PUCK?S

Bonpoc u otBeT: “IAe ecTb puck?”

McAfee

An Intel Company

Aoka3zaHHas 3P EeKTUBHOCTb
[Mo3BOASET OU3HECY OLLEHUTH
3PP EKTUBHOCTb OT BAOXKEHMS B
MHJOPACTPYKTYPY 6€30NACHOCTU

be3onacHocTb 6€3 NnaHUkKK
YCTPAHSET NAHWKY, CBA3AHHYIO C
HEODOXOAMMOCTBIO HEMPEPbIBHOM
YCTAHOBKM MATYEM AAS
pasamyHoro MO 1 OC

*OT 30,000 k 30"

[TO3BOASET CTPOUTL YMHYIO UT-
MHAPPacCTpyKTypy. OCHOBOHO HA
YMPABAEHUU PUCKAMM



MHTEAAEKTYOABHAS CUCTEMA MOMOLLLU AA MPUOPUTEIALLUM © McAfee

v I MRA: Most Recent Threats v { MRA: Threats by Vendor v { MRA: Top 10 Threats by Risk Score

Threat Last Modified in McAfee Labs->Threa Number of Threats Vendor Number of Thr... Threat Name Threat Risk Score

September 7, 2013 6 m Microsoft 1570 {HT4456) Apple i05 Google Chrome MIME Typ 23.988
Cisco WebEx ARF Player Heap Corruption R 1 m Oracle 1295 (HT4607) Apple i05 Webkit Integer Overflow F 23.988
Cisco WebEx ARF Player Memory Corruptior 1 m Apple 1293 {HT4723) Apple Mac 05 X OpenS5L Remote C 23.088
Cizco WebEx WRF Player Exception Handler 1 m Adobe 740 {HT5130) Apple Mac OS5 PHP Crypt Long Salt 2 23.988

Cisco WebEx WRF Player JPEG DH
Cisco WebEx WRF Player Stack Buff
VMware ESX/ESXi Network File Cof hreat Information
September 6, 2013
(MS13-047) Microsoft Internet EXP Name: (M513-059) Microsoft Internet Explorer Memory Corruption I Remote Code Execution [2862772) Rick Summary | Ri
(M313-059) Microsoft I,
September 5, 2013

4 Previous

Threat Details

Threat Li TYpe: Vulnerability Potentially At Risk

E:ziz:g:;; ::z::zzg -{lt.lrrﬁ:g:l Description: A remote code execution vulnerability is present in some versions of Microsoft Internet Explorer. :M:':‘l At Risk
e s Overview: Microsoft 2013-3184
mlettna Ton 0 Accate by Sick St A remote code execution vulnerability is present in some versions of Microsoft Internet Explorer. The flaw lies in a memory
o Observation: = Successfyl exploitation could allow an attacker to execute remote code. The exploit requires the user to open a
CLIENT-ENDPOINT . a1
e Recommendations I:l System Mame Risk Score A Criticality Countermeasure Status
CLIENT-R-C
JUMPSERVER Vendor: 1| cuent-DLP 18.656 Medium Mot Protected
SRV-SMC .
2%2;1. Threat Information Source: | srv-rero 1B.666 Medium Not Protected
SRV-REPO McAfee Threat ID:
Srv-nC - ]| srv-reT 18.666 Medium Not Protected
e iEr O Threat Created in McAfee Labs:
Threat Last Modified in McAfee Labs: O | srv-pc 18.666 Medium Mot Protacted
Threat Downloaded in Risk Advi:
ree ne [ | srv-smc 18.666 Medium Not Protected
Threat Last Modified in Risk Advisor:
Attack Vectors []| umeservER 18.666 Medium Not Protected
Countermeasures: [ | srv-eros 18.656 Medium Mot Protected
Vulnerability Detectors:
severtty | srv-Emm 18.666 Medium Not Protected
O | srv-exc 18.666 Medium Mot Protected
| cuent-r-c 18.656 Medium Mot Protected
]| cuenT-enoroInT 37.322 Critical Not Protected



MHTEAAEKTYOABHAS CUCTEMA MOMOLLLU AA MPUOPUTEIALLUM © McAfee

v I MRA: Most Recent Threats v [ MRA: Threats by Vendor v [ MRA: Top 10 Threats by Risk Score

Threat Last Modified in McAfee Labs->Threa Number of Threats Vendor Number of Thr... Threat Name Threat Risk Score

September 7, 2013 6 m Microsoft 1570 {HT4456) Apple i05 Google Chrome MIME Typ 23.988
Cisco WebEx ARF Player Heap Corruption R 1 m Oracle 1295 (HT4607) Apple i05 Webkit Integer Overflow F 23.988
Cisco WebEx ARF Player Memory Corruptior 1 m Apple 1293 {HT4723) Apple Mac 05 X OpenS5L Remote C 23.088
Cizco WebEx WRF Player Exception Handler 1 m Adobe 740 {HT5130) Apple Mac OS5 PHP Crypt Long Salt 2 23.988

Cisco WebEx WRF Player JPEG DH

Cisco WebEx WRF Player Stack Buff

VMware ESX/ESXi Network File Cof hreat Information
September 6, 2013

(MS13-047) Microsoft Internet EXp Name: (MS513-059) Microsoft Internet Explorer Memory Corruption I Remote Code Execution (2862772)
(M313-059) Microsoft I,

at Details 4 Previous

Risk Summary Risk Details

September 5, 2013 Threat L; Type: Vulnerability E
MS13-047) M. ft -
EMSIS—Oal?; M:'E::EZ& Lt.lrrﬁ:g:' Description: A remote code execution vulnerability is present in some versions of Microsoft Internet Explorer. :Ml:!l At Risk
L Overview: Microsoft 2013-2184

O
v MRA: T 10 Assats Risk Sc¢
— by A remote code execution vulnerability is present in some versions of Microsoft Internet Explorer. The flaw lies in a memory
o Observation: error. Successful exploitation could allow an attacker to execute remote code. The exploit reguires the user to open a
malicious website.
CLIENT-ENDPOINT

CLIENT-DLP
Detected Countermeasures.

The vendor has released an update to address this issue:
Recommendation:

Asset is protected by one or more installed countermeasures. Hide details

Property Expected Observed State

HIPS Signature 428 Insufficient Data
Product Version Higher than or equal to £.0

McAfee AV DAT Dat File Version Higher than or equal to 7155 7168 Not Protected
Engine Version Higher than or equal to 5100 5600.1067

McAfee Application Control E::;;:‘: Control true Insufficient Data

McAfee Network Security Platform Attack Id 0x4510B300 Insufficient Data

McAfee Web Gateway ContentVersion Higher than or equal to 7135 Insufficient Data

VSE Buffer Overflow true true

Protection

Version Higher than or equal to 8.0 8.8.0,975.5rv
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HACKOABKO OObEAMHEHA BALLIQ CMCTEMA OE30MACHOCTMN?

DLP

Agent
Host IPS

Agent

Encryption

Antivirus
Agent NAC

Systems
Management
Agent

KAXAQOE KAXABI

KAXAAS KOHCOAb | KAXABIA CEPBEP KAXAASA OC UBA3A
PELUEHUE ATEHT TPEBYET TPEBYET OC M AAHHBIX TPEBYET LAE XE
MMEET MMEET OTAEABHOIO BA3Y AAHHbBIX NMOAAEPXKM, AKOAEN, KOHELZ
CBOETO CBOIO CEPBEPA

MATYEN
ATEHTA KOHCOAb
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HACKOABKO OObEAMHEHA BALLIQ CMCTEMA OE30MACHOCTMN?

McAfee ePO Server
(AV, DLP, NAC,
Encryption,

PA, Site Advisor)

EAMHBIN EAMHAS
ATEHT KOHCOAb
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