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Cloud SDN Mobile/BYOD
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NMouyemMy KOMNaHUKU 4O CUX NOP He 3aLUMULLEHbI?

NMoaxoan HP

PeweHune HP Arcsight



HP ArcSight and HP ESP

[TomaTtb HapywuTenen, ynpaesnsatb pUckamm, pacllupuTb BO3MOXHOCTU

S

NMonman YnpaBnsau Pacwupb
HapyLuuTeneVl PUCKaMu BO3MOXHOCTHU
*  BbISIBMSIET BHYTPEHHMX U BHELLIHMX « MeHbLue 3aTpaTbl U CNIOXHOCTb
J » bbicTpaga peakums Ha nHumaeHTsl b
HapyliiTenen
y *  OnbIT 60onee 5000 cotpyaHukoB HP B obnactu
»  OOHapyXuBaeT yrpo3bl B peasibHoM *  YJIyHWaeT ynpasneHne puckamMu Vb
BpeMeni * 3HaHMe nokanbHbIX M rMobanbHbIX . OT OueHKY 3ALUMLEHHOCTH 40 AyTCOPCHHTa BCeil
. PeﬂyTaLWlOHHble Dasbl 3aKoHOogaTellbHbIX aKTOB U TpGGOBaHVII/I MHd)paCprKTypH nB
: Risk & -
Security ) SOC Services
Compliance




HP ArcSight Use Cases

Mbl MOXEM MOKPbITb NOOON cnekTp 3aaay

Transformational

Impact of Use-

Transactional

Cas

Compliance

“Oalime MHe 4mo-HUbYOb,
4mobbI 51 powers MposepKu U
sbinonHun mpebosaHusi ayouma.

Operational Management

Risk
Management

Advanced S| &

Security Monitoring &
Response

“41 xouy Ha4ampb Oymamb O
puckax 6onee demarsibHo,
naaHuposame Mepbl U
nposodumse ouyeHKy UT
puckog”

“MHe Heobxodumo
obecrnieyums 6e3onacHocmb
. bu3sHec-npunoxeHul nocrne
‘Hac mosibko Ymo e3fiomarnu, gHEOPeHUS 06/1auHbIX U

Ham CpOYHO HyXHa i MOBUSIbHBIX MexHono2uli”
KeanughuyuposaHHas MoMoub

Stakeholder Involvement C-Level



HP ArcSight: Coop, ObHapyxeHune, Peakuus
gg EE'% IT SOC

0S, databases, storage ArCSIghI@: .
e

> | -
e -

IPS, routers, switches, firewalls, DLP : —= — ‘

111

Servers, IAM, networking
W




HP ArcSight ESM 6.5

HoBasi Bepcust SIEM ¢ BCTPOEHHbIM KOHTEKCTHbIM nonckom B 30 pa3 bbicTpee C

CORI:‘)§earch

(3 | — e ey

* [Mounck B ESM kak B
Logger

* bobicTpoe
paccriegoBaHve

* TeKkCTOBbIN NOUCK KakK
B Logger

Log Management

Integration

« JphekTnBHOE
XpaHeHne foros

* NHTerpaumnsa c open
source

e 5% nokoneHue
CORRe — B30x pas
ObiCcTpee

Web 2.0 interface

&D ArcSight Phoenix
th Resources  Administration  Help

* YnpouieHHas Beb-
KOHCOIMb

* [lonck, OTYETHOCTb,
agMUHUCTPUpOBaHUE
N OUEHKa PUCKOB N3
OJHOWM KOHCOIn

Content Sync

* LleHTpanusoBaHHOEe
yrnpasreHne HacTpomnkamm
N Nnpasunamm

* AMnop n aKCnopT KOHTEHTa

* KOHTEHT onst KOHTpons
npunoxeHunn AppView

7



HP ArcSight Risk Insight

Cxema aKTMBOB Tekywme pucku KoHTponb cooteBeTcTBUA

as

KapTta puckos

®ewe Y smmmme csmsee || compuanes
B soerron "o
° Chvaran score =

57 - seare 40 o

* HactpaunBaemas
npuopuTe3aums

» Kaprta puckos s
Ou3Hec-cepBMCOB

* YnpasneHue puckamu
Yyepes3 CKOPUHT

» [lononHuTenbHblE

BGu3Hec ypoBHM ANS
MOOENN aKTUBOB

NHuTerpauns c uCMDB

KoHTponb
YA3BUMOCTEN N
aHanus ux BrMsSHNA Ha
pUCKM

» Arperauus

HECKOIMbKUX
MCTOYHUKOB PUCKOB

OnoBelyeHnsa o
BO3HUKLUMX pUCKaXx

OTcnexunsaHune
TPEHAOB N OTYETHOCTb
Npu N3MEHEHUN

* KoHTponb

COOTBETCTBMSI BCEM
TMnam TpeboBaHum
PEerynsTopoB U
3aKkoHodaTeNbHbIX
aKToB

7



HP ArcSight Application View
NMpo3pavyHOCTb aKTUBHOCTU NMPUSIOXKEHUN

Bbi6bopo4yHoe nornposaHue [locTynbl Nonb3oBaTtenen OTcnexuBaHue uctoyHnka  OLWMOKKM NpUNoOXeHUA

/
AQY
<Event> 4 et
‘1040 e\Oc\O

1070101001010101101010100

Il

'HI'

3apava pelleHa

CDyH KUUUN AppView nomoraeTt KoppenupoBaTb AeNCTBUS
nonb3oBaTens ¢ akKTUBHOCTbIO NPUITOXEHWS ANs

* [MonHas npo3payHoCTb akTMBHOCTK Ntobbix .NET 1 Java 9 .
onpeaeneHnsa 1 aHanm3a MOLUEHHUYECKUX AeNCTBUN

NPUITOXEHUN
« KOHTponb aBTOpMU3aLMm nofb3oBaTeneii 1 4ocTyna K NMpeumyllecTBa ANA KNNEHTOB
A@HHbLIM * AHanu3a cobbITuii NPUIOXKEHUS NoOMOraeT onpeaenuTb
* Vcnonb3oBaHne KoppensunoHHbIX NpaBun ans KTO 13 Nonb3oBaTenen nbitancs nonyyYntb OCTYN K
onpegeneHna MOLLLEHHNYECKNX AeUCTBUM Nonb3oBaTenen OaHHbIM
NPUNOXEHNA » XypHanupoBaHue eNCTBUIN B NOBLIX NPUMOXKEHUAX @

" 'PaccrieqosaHune atak Ha YpOBHE MPUIOXEHUS



HP ArcSight Application View

NMpumep cueHapusa: Geo-location

E&

: : 1010101001010101101010100 : :
Action: login 10101010@F8fe19t 81010100 Action: login
Login time: 1/1/13, 10:00pm ‘ Login time: 1/1/13, 10:05pm
Place: Sunnyvale, CA, USA Place: Shanghai, China

Inbound Software Logging by Geolocatiol

SOC
’;’;’_‘ZA ”o VewHShowLy]




Reputation Security Monitor (RepSM)

HoBbIn penyTauMoHHbIN ABUXOK

HP DVlabs
reputation

HP RepSM
web

HP RepSM
content for

HP RepSM
Model
Import

ESM

service

research

PYHKUUMN

* BblisIBNeHWe yrpo3 Ha paHHUX aTanax, U NpuopuTM3aums
ornepauuit No YCTpaHeHMIo Yrpo3 Ha OCHOBE Pe3yrnbTaToB
UX aHanuaa

* YueT yHMKanbHOro onbiTa Ka)aoro KnMeHTa
+ AHanus yrpos B peer-to-peer cetsix, BbiIBeH1e ULLNHTa

* WHTerpaums ¢ HP ThreatDetector n HP TippingPoint IPS
Ans BbisiBneHusa 0-day atak n naTTepHOB, C AarbHeNLen
BO3MOXHOCTbIO GIOKMPOBKU

Topwd | [ Tomioms —
88,945 |672889) | = —

-0 - A Y
I ﬁ ' = =

3a4yeM 3TO HYXKHO?

RepSM co4eTtaetr aHanus yrpo3 Ha OCHOBe penyTtauum
KoppesnsaunoHHbIMM BO3MOXHOCTAMU SIEM B pexume
pearbHOro BpemeHu. [lo3BonseT BbiSBNATb,
aHanuanposaTtb, NPUOPUTE3NPOBATL U pearnposaTtb Ha
COBpEMEHHbIE Yrpo3bl.

MpeumyliectBa

» [pepoTBpallaeT pacnpocTpaHeHne yrpo3

» BrokupyeT BbIBOL BaXXHbIX JAHHbIX

* Ynydwaet adpPeKTUBHOCTb yrpaBrneHns NMHUngeHTamu

NMNouemy HP?

» PenytaumoHHble 6a3bl o1 HP DVLabs

* MoxeT 0BHapyxuTb BonbLUe ya3BUMOCTEN, YeM 6
BGrvkanLwmnx KOHKYPEHTOB BMECTE B3ATbIX

7



OGHapyxeHue xakepoB C NOMOLLLIO MOBeAeHYEeCKOro aHanmsa

Compromise Attempts

N> AIZTNID=

Firewall Denies
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HP ArcSight Management Center

YHnBepcanbHas KOHCOMNb ANt HACTPOWNKKN, BHeAPEHUS 1 ynpaeneHns Arcsight

LeHnTpanusauusa

€I o isnasiss v 1 P O o
(e

* EanHasa koHconb Ang
ynpaBneHus
©e3onacHOCTbLIO

 Jlorrep n KOHeKTopbI
N3 OAHOrO OKHa Ais
yoobcTtea aHanmsa

MacwrabupyemocTtb YnpaeneHue
N3MEHEHUAMU

MeHbLue
MCTOYHUKOB

Overst Scors

Home Reports  Search  Resources  Administration  Help 57

w ArcSight Phoenix "o
o

...............

...........

* YnpaBneHue * KOHTpOnb nameHeHum
BonbLLMMU KOHdpurypaumu
BHEOPEHUAMMN » YpganeHHoe

obHoBnenmne MO
« [lobaBneHne HOBbIX

KOMIMOHEHT 4Yepes
€ONHYHKO KOHCOJ1b

yrposax, He Ha
npoaykTe

doKyC Ha CobIBTUAX U

TpebyeTca meHbLue
BPEMEHN ONepaTopoB

A4 aHarnnsa yrpos

7



HP ArcSight Log Management Solution

(l-l_@@@ml-l)aﬂ KOHCOIMb AN ynpaBieHUs XXypHanamMmmn cobbITUn
ArcMC

—_— W
DR AS TIASIEARS AN 1 SO = O Coriicata e © X At Conmana |22 HP AicSight 1099

Cloud Connector Hadoop Hyper-V &

Q ne

w ArcSight Phoenix wreail o - e

Eannasa koHconb ans
ynpaBneHus
©e3onacHOCTbLIO

Jlorrep v KOHeKTOpbI
N3 OAHOrO OKHa Ais
yoobcTtea aHanmsa

Cobupaet norn us
obnakos

CobupaeT xypHanbl 13
noBbIX 06aYHbIX
NPUNOXEHUU C
NOMOLLbIO
FlexConnector

Box, Google,
Salesforce, other SaaS
providers

Progress 35
o

Wome Reports Searth Resources  Admintraton  Help 57 see a0 &

- progrems 15

* XpaHeHue Bcex J10roB

ONTNnTENTIbHOE BpeMA

WNHTerpaumns co
cpeacteamn paboTbl K
aHanuaa
CTPYKTYPUPOBAHHBLIX U
HEeCTPYKTYPMPOBAHHbIX
AaHHbIX OrPOMHBbIX
obbémos (Big Data)

* Tenepsb Jlorrep
paboTtaet ¢ Hyper-V un
VMware ESX

7



MoHUTOpPUHI 00nakoB

ArcSight — nHgycTpuanbHbIX CTaHAAPT B 0651aCTM MOHUTOPUHra SaaS

/" On-Premise Data Center ) m

II REST Based ‘

Flex hY " |h .
| HP ArcsTg 2y @
\ /) Other SaaS

PyHKUUU NMpeumyliectBa

» BbesonacHbI c6op COBLITUMN OT 0BNAYHbBIX NPUNOXEHUI * MOHUTOPWHTI Yyrpo3 1 aKTUBHOCTW MNofb30oBaTenen
00nayHbIX NPUMNOXKEHUI B PEXMME pearnbHOro BpeMeEHU

* Wcnonb3yeT ctaHgapTHble npoTokonbl — OAuth, REST,
JSON * PaclumpeHHble OoTYeTbl A8 06nayHbIX NPUNOXKEHWIN

* PedepeHcHble 3akasunkm - Google, Box and Salesforce * EpumHasa Touka MOHMTOPUHra cobbITUA N3 COBCTBEHHOM

« lerko fo6aBnsATb HOBblE 06MAYHbLIE MPUIOKEHNS MHPACTPYKTYPbI 1 13 0BMaqHbIX NPUIOKeHMi

» [logaoepXuBaeT Kak OHManH, Tak N OTNOXEHHbIN cOop
coObITUN

7



Thank you
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Agenda

Build to disrupt the adversary

Why are Companies still not secure?

The HP Arcsight Solution

Why HP?



HP ArcSight ...

T =
? 7 QY

Global Presence

|il .' .'
Security

Professionals
5,000+

e

Devices under
Management
90,000+

|

MQ
Leader
10 Years

|l

Vulnerability
Intelligence
No. 1



HP Enterprise Security Momentum

HP Security Technology HP Security SaaS HP ESP Customers New Products

#1 In all markets we 5 B lines of code 1000O+Customers 3 5 Released ir
[ d Man d
#H2 Pm . cubsereeh - 900+ security the last 12

Services months

9 out of 10 9 out of 10 10 of 10 All Major Branches

Major banks Top software companies Top telecoms US Department of Defense

7



Customers

Healthcare

srews © Regence

Energy

IBERDROLA

of all sizes and Iindustries

Finance Education

Bankof America ==

charles SCHWAB FEBry

- “aiial
citigroup) i35 Experian-

Telecommunicatio Manufacturing

ns
— i Wil -
gz atat verizonwvirecless Xerox G’ y <\/ E:;eeosrsa'te
Pz HH
Bell =suson [ % intel)

ALTICOR

Government

Poczta W77 Polska

Retalil

6= == (3

T PerSMART TARGET
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Why security doesn’t work today?

FORTRESS

COLLABORATIVE ﬁ
OPEN & EXTENDED —

DEVICES,DATA & D
INFRASTRUCTURE

MOBILE CLOUD

Data Everywhere Public, Private, Hybrid

SOCIAL

Mobility, Device Networks



HP ArcSight : What we do

The adversary ecosystem Disrupting the adversary ecosystem

ﬂ gucate users
Research i _use c_ounter
e

111001010110011
11moo10110101

ﬂ B E A0\
\\0‘\: 0“ 110, Hoans .,Q\“‘\n‘\° \\0110""00101011

o 0 0 l
™ :
i
Their 1 Our
I 10111_1001101010 .
ecosystem i m enterpris
C e
i
|
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Stop adversary
access

Our
enterpris
e



SIEM Maturity Model

We cover the spectrum of use-cases and growth paths for Security

Risk
Management

Advanced S| &
oC

Transformational

Security Monitoring & 'Te
Response '"rll

Compliance “ want to start thinking about
risk more broadly and how |

should be looking at IT risk.”

“I need to secure my
company in the new world of
cloud, mobility and social.”

Impact of Use-
Cas

“We just got breached and we
are in the news. Get someone in
here to help me.”

“Get me something that lets
me check the box and meet
requirements.”

Transactional

Operational Management
P g Stakeholder Involvement C-Level




HP ArcSight Solutions - Value Proposition &

Risk
Management

Value Proposition

(%3]
S
o
=
8
+—
c
o
|
0
=
O

arentiators

Security Monitoring
: R n
Compliance & Response

—
Automated
Compliance

SOC in a Box

Advanced S| &

Staying Ahead of
the Game

Business Driven
Security

Built-in Growth Path Built-in Growth Path

Enterprise Scale
Platform

First fully integrated
Risk + SIEM

Best Practice All in one Package

Built 30+ world-class
SOCs

Business Centric
Visualization

Rapid Time to Value

3 Hewlett-Packard Development Compan

kubject to change without notice.

HAVEnN Architecture

Risk Modelling and
What-if Capability




HP ArcSight Solutions — Product Mapping

Risk
Advanced SI & Management
Security Monitoring
] & Response
Compliance
Logger & CIPs v v v 4
Express v v 4
RepSM & Threat v Y Y
Detector
ESM v v
Identity & Application
View / v
PS for SI & OC v/ v
QnEnrt\ePrprl§¢eon\1/Q|EW| tt.Dackard [l t d hor hiact ta ch / @




HP ArcSight Solutions — Services Mapping

Risk
Advanced S| & Management
Security Monitoring
] & Response
Compliance
Imple_mentatlon & / v v v
Training
Health Check
Workshop v 4 v 4
Use Case Workshop v v v
SOC Primer v v v
SOC Maturity v v
Assessment
SOC Advisory Services v v v v
390@@@1‘Q%M%|9Mﬁﬁikam (] ‘/ n contained herein is subject to change wi ‘/ / @
Risk Management >




What is CORRE?

The Correlation Optimized Retention and Retrieval - Engine

CORRE is our high-performance storage engine for ESM
Next generation of ArcSight patented data store
Replaces Oracle

Faster, Simpler and easy Install and maintain
Proven technology in Logger and Express
Optimized for:

) . m Oracle
 Faster log insertion rates
. mV3
» Faster query response times
m\V4

» Greater storage efficiency

» Better user experience

» Simpler administration and storage management
» Cloud and virtualized deployments preparedness




Risk InSight

© Copyright 2013 Hewlett-Packard Development Company, L.P. The information contained herein is subject to change without notice.



What do we now have with Risk Insight? (1)

Business Context and aggregation

Business

My organization
Cofsumer Division—
Information Security eCommerce
[ (&) i)
Security Management Honeypot Delivery Infrastructure - Zen Shopping ~ Citrus Billing

IT \ / Load Balancer Database Zen App Server en Web Server
Events are

comingidn



What do we have now with Risk Insight? (2)

Business focused risk management

» Well defined risk factors to monitor built
upon your existing ESM logic representing
your overall risk score of an asset

* Long term trends

« Easy to define KPIs, Dashboards and
reports

Aszset Summary

Qverall Score

Events Priority

DoS Attacks

Brute Force Attempt

ulnerability

IP/Part Scanning

30

32
55
72
86
19

LV

LV

Suspicious Activity

Protection Status

103




What do we have now with Risk Insight? (3)

Combine to get to a Prioritized Risk Overview

Asset Selector Overall Score Heat Map
Organization Search eCommerce
Overall Score 30 & Criticality Level 8 *@

v () My organization

Slbusiness unit

> @EC2 i 1] © ciussiing 2

YiLILA 90 e Delivery Infrastructure
= O
¥ [L.IConsumer Division
& o Zen Shopping
I > @leCommerce 80
> Edinformation Security
>[Ny 70
»[[srF
60
2
s
@
= 50
4
40

0 1 2 3 4 5 8 7

=
©

10
Criticality Level




HP ArcSight redefines SIEM

N

L

Q

o

\

\WEREGEEELS |

o

\

Accelerated
Time to Value

Simple to deploy, collect,

integrate, use and operate.

Out of the box content for
quick ROI

Real-time Correlation

and Analytics

Threat Analysis, Big data

and complex event
processing

Optimized engine for
correlation and
storage
Efficient data storage,

Optimized retrieval
performance

Enterprise scalability

Centralized configuration,
content, upgrade, license,
user and role management
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Gartner SIEM MQ 2013

(no other vendor is #1 in more than 2 categories)

HP ArcSight has moved UP and to the RIGHT

A LEADER for 10 consecutive years, while others have appeared and

disappeared

The most visionary product in the Gartner MQ
Wetake iELbgizé2 HPSsofithie8 gateggriespn-meeting customen's"SIEM M and

requirements

* HP ArcSight is the only vendor that is #1 in all use cases.that.matters most to

your customers

HP/ArcSight

#1 | #2

ability to execute

challengers

—_—— LEI\_-!C—F!SA
bco-LogLogic
SolariWinds Neti@
Symantec

Sensage
Trustwave

Tenable Network Security

EiQ Networks
EventTracker

niche players

leaders

IBM-Q1 Labs
HP-ArcSight
McAfee
Splunk

LogRhythm

AlienVault

visionaries
-—

As of May 2013 lay 2013

2]

2 » = ®

- = = -} 3 5 o |

HEIER L ERERR: o | 2 s | 2

3 o i [ pxt £ D 2 ES x T -

Z 0 = [« 2 © - c © )

< o fl £ O L -G = O - N - I

i g le | =Pdf || 8|35 |2]|=a|i&] 2

Product Rating < w w I a a = =z 0 "] 7] [2) =
Real-Time Monitoring | 280] 32 | 28 4.1 39 353| 3.55| 3.90| 26 3.03] 30 340| 285
Threat Intelligence | 330] 30 | 40 J40 § 40 3.00| 4.00] 1.00] 35 100 35 | 4.70| 1.00
Behavior Profiling | 350] 33 | 30 W38l 45 | 350| 325| 350| 33 | 200| 33 [ 200] 3.40
Data and User Monitoring | 260] 30 | 32 B42 8 35 | 358| 354| 308| 36 | 306| 31 | 292] 279
Application Monitoring | 317] 30 | 33 P41 § 35 3.58| 3.83| 240| 37 3.00| 3.7 | 3.08| 242
Analytics | 328] 20 | 35 B37 8 39 | 300| 370| 269| 37 | 225| 37 | 3.00| 287
Log Management and Reporting | 3.04] 33 | 290 W38 §| 35 | 362| 368 331| 35 | 3.29| 34 [ 348] 4.00
Deployment and Support Simplicity | 3.53| 3.2 | 25 3.3 4.0 4.00] 350| 3.80] 2.3 500| 29 3.00] 385




HP ArcSight Value Prop

Situational

\
Adaptive Security

Keep Data

Predict

Correlate events from apps,
network and sentiment analysis
to determine where you are most
likely to get targeted

Protect

Configure your defenses to
secure your most important

Assets

Prevent

HP ArcSight prevents your
data from being stolen via

Real-time event logging and

threat response
W
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