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MOHMTOPUMHI 1 3aNMCb NPUBUIIETMPOBAHHOM
aKTUBHOCTM

YcTtaHOBUTbL €ANHYI0O TOYKY ynpaBJieHUA
npusuinermpoeaHHbimMmy ceCcCMamMmu

N3onnpoBaTb Bpe4OHOCHbIN KOA, OT LienieBbIX
cucTeMm

OTcnexuBaTb U 3anNUCbiBaTb aKTUBHOCTb Ha
ypOBHe KOMaHzA

BbiOpaTb MacwuTabnpyemyro apxuTekTypy, He
BJIUSAIOLLYIO He MH(PACTPYKTYpPY M OusHec
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PSM - KOHTpONb NPUBUNErMpoBaHHbLIX CECCUN

" KOHTpOJ'II/IpyeT KTO MOXET NoaKNnk4YaTbCA K

NPUBUNErMPOBAHHON CECCUN U KaK A0Iro

! Connect with Account x'__\
st o et resn o e ot SO 6e3 nepecbIniku

| Maka 3 Configuration Change

Request Timeframe

¥ Access is required:

From: 3/1/2011 3| | 8:00 |
¥ Multiple access s required during

(&8ack (L7 confim | Reject

= MmO

Confh . Request Detads
i ] rmation
| -
Operation: Retrieve password
Status: Request is waiting: 1 mofe user(s)
d 2 o -
Flabus Luser(s) must conl Requested on 3/1/2011 10:21:45 AM
Requestor John 1
Remote Connection Details [k.‘r.e'ub:n Retneve password PCLDSS Windo
Safe name Domakn Admin Accounts
. — (PSHRemoteMachme =Component
Remote Machine: CﬂlTEHZ Make & Configuration Change
Access Type Multiple operations from 3/1/2011
Emergency Yes
Additional Information Reforence No 1892
Authorzation requered fror L - Administrator (11717 /2010 12:40:14 PM]
¥ Emergency [ Admristrator L : Administrater (11/17 /2010 12:40:14 PH]
Administrator
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PSM — MOHUTOPUHI B pearicHOM BpeMeHMU

Monitor

Search for Sesskions.

Search for Sessions:

Search for Commands and Events:

= Search for sessians between ]
@ Search for recordngs O Search for bve sessons
_Sum:h] | Clear |

Wiews ||| Live Sessions

Sessions View User IFrumF |Cin1tl-'p:m1tu"fﬂlrrl Account Address Account Palcy ID
3L Sessions mike  152.168.47.148  RDF  ftest_admin
My Views:

L1.1.3 WinDomain

mike 1592, 168.47.148 RDF  administrator L.1.1L.4 WinDomain
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Dizglaying live sessions 1. 2 of 2
@ Internet | Preatacted Mode: On g~ H15% - 6
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PSM — MOHUTOPUHI aKKayHTOB
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PEH Transpsrent Connection - Windows ntermet [xploner
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Monitor

E"E Edrt FE___L | I [ I N |"_"I|TI
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STDI | 0000C CPM T AG_ROLE') A
STDI | 0000
STDI | 0000( - - arameters bound
sTDI | 00000 |T|me - - User Action | | Mare info _ . o ;l 1) END;
STDI DDDD[ A&y LafUdr A1l 131,30 reedri Fal¥ LanregeL o HPEIILQUOTNT Y PE L FaiVIFOLE UG, WUNTNIEL G ds 3T ... -_I )bj E[t_t}l’pE - ] F B
STDI | Q0000 &,15!09!2!311 10:51:50 nitzan |se Password — hCT_name = ' TOAL
0000C - - oot R ERSTON AN

gg% 00000 &\ 15/09/2011 10:49:38  niitzan PSM Disconnect . A R PARACTERSET ) b

- . p_! “J "':
5TDI 00000 | “1an PSM Connect . A 1; ELSE :
STDI | 00000 | 4 B mm an Use Fassword . Sy5_COonte

CCou

g¥gi ggggE d B safee ran SQL Command . C
STDI | 00000 | 4 [ sessions fan 5QL Command . C = 'PUBLIC ' AND s
SToT0000¢ | | CHSHESSNNNN|-  SoComand . < SVS.DBA_0BIECTS
STDI |0000( | § B M Reass fan nd . Cp o — = partitioned, ic
STDI | 00000 | 4 51 neomng fzquests =1 SQL Command . Cf AT 10 1E8AR 6 1 {Parameters bc
STDI | 00000uy & My Renets b LA E_fidile , Lo U lame adminstrator partitioned, ic
STDI | 0000000 & sashecars , table_namefrom 35 s ——————— n (Parameters bc
STDI|000000G _ . . ... ED, LAST_DDL_TIME,| .. .. A 2 SYS.DBA_OBJECTE -
P r
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Cosnect | | Clear

Ciopryrght & 1392012 Cybur- Ark® Sclivara. Lisl A1 Aights Ausarad.

CYBERARK




PSM - paccnegoBaHue MHUMAOEHTOB \

Monitor
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PSM — goctyn K Beb-cantam U NPUNMOXEHUAM

YnpaBnseT y4eTHbIMU OaHHbIMU K BED-canTam,
BED-NpunoxeHnsm n SaaS

Monitor
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[ Accounts schadeled e immeSiabs raconciiat
n . . .

CYBERARK




PSM — nsonauua HapywuTtensd, npeaorBpalleHue atak

KaK CHn3unTb PUCK 3apaKeHUNA cuctem?

Cepsepa

HoyTtbyk MBaHa (DBA) 3aparkeH

BpepoHocHoe 0 He
nmeet goctyna K b/l

Privileged Session Manager

CeccuA BbINONHAETCA Ha Image C

Image B
N30/IMPOBAHHOM 3aLLULLEHHOM =
NPOKCK, HEe Ha HoyTOyKe.

BupTyanbHble MaLUUHDI
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TbicaAYM NnepeaaBaeMbIiX (pannoB exeaqHEeBHO...

i |

MocTtaBWMKN  KOHCY/IbTAHTbI Mposangepbi [lapTHepbl

Tunorpadpum HOpucTbl CrpaxoBaHue [poueccuHr
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PeweHusa ansa 6esonacHoro o6meHa davnamm ?
Py4Hble npoueccbl M BbICOKasA CTOMMOCTb NOAAEPIKKMH

CTOMMOCTb KYpbepCKUX Cny*K6 n BbiaeNeHHbIX TMHUMN
3apepXKn busHeca no npuumnHam IT
HeT MOHUTOPUHIra U NONTHOWEHHOro ayaAuTa
®PunHaHCOBbIE NOTEPU U XULLEHUA
BbicoKue wrpadbl 3a HeECOOTBETCTBUE

PenyTauuoHHbIEe PUCKU




B npeane MFT-pewieHue...

. OTYEeTHOCTb NO COCTOAHUIO CUCTEMbDI U onepauuam ¢ painamm
. HeoTkasyemocTtb oTnpaBuUTena n nonyyarensa
. BO3MOXHOCTb NpoBeaeHUA ayauTa
. ThobanbHyO AOCTYNHOCTD
. ABTOMaTu3auuto nepegay Gannos 1 oTnpaBKMU yBeaOMNAEHUN
. 3aWULWEHHOCTb MHTepdencoB oTNpaBUTeNa U NoayvaTens
. MeTpuKu U MOHUTOPUHT NPOU3BOAUTENIBHOCTU
. MopaepKKy pasnnyHbIX NPOTOKONOB nepepaun pannos

. besonacHylo nepepauy dpannos yepes He A0BEPEHHbIE CeTH
10. besonacHoe xpaHeHue pannos
11. AyteHTudunKaumio nonbsosateneit B LDAP/Active Directory
12. UHTerpauuio c ncnonb3osaHmem goKymeHtuposaHHoro API
13. TnbKkoe KoHPuUrypuposaHue
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SIM - MFT ot CyberArk

3aWmnLLEeHHOCTb
My Enterprise

— T OTuYeTHOCTb,

MOHUTOPUHT,
bes.
i

HTTP/S . - FTP

Y, SFTP/SSH Vault Protocol
’)qa,

NMpoToKonbli

SCP SSL/TLS

by
ransfer

£?|| z Ad-Hoc Transfer

Consultants E——
P—— . Y
Banks & Insurance ~/I(| Business
Companies Government Bl Partners
Ministries Credit Card Printing
MHTEI’pa umA Companies Clearing Law Houses ABTOMAaTU3a uumA
House Offices
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3awmLLeHHOCTb:
aAMUHNCTPATOPY HET A0CTYyNa K AaHHbIM
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Incoming Feqg

User: admin |.D.rea: Oded Lab, Internal Area, Highly Secured MNetwark Area |D Ohbject(s) Total size: 0 byvtes
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PaboTta ¢ nobbix nnatdgpopm

Cyber-f) rk Secure File Exchange

User name

Password

Can‘t access your account?
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Co3paHue Secure Email B ntobom mecte n Bpems

Cyber-f¥rk Secure File E:

Services Administration

| [ Files E Secure Compose
Add Co Add Boo
i} Services
— L From: on behalf i@y .com
A secure Emal Polioes -

T} System configuration I\' Subiject: Erter your subject here

“  User profie | &l Attachment |

—

)
Enter your message here

Send me a copy aof this reply

II H
- | Send || Discard |
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SIM — rotoBasi UHTerpauus

) s -ﬂ - —
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u Home Insert Design Animations Slide Show Review View ‘ Add-Ins ’
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JnemMeHTapHoO, Ansa u3Hec-nonb3oBaTenen

= [laBen, CFO otnpasndeT KoHpuaeHUManbLHbIN OTYET A9 U3yYeHUd
COBETOM AUPEKTOPOB

OTnpasneHa CCbi/IKAa Ha OTYET C OrpaHUYEeHnEeM Ha NPOCMOTP

I
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Enhanced File Protection e SRS
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Convert to PDF 9 + + 3| s A Product Differentianes
Deny copy/paste = o — == ——
Product Readmap
Convert pages to images [&] Moye St
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Deny print — , Technical Specifazions
Add watermark to document =] Send Link ';{I:rj " B
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PeweHusn CyberArk

I —
Digital Vault Server

ileE
Manager™ Secure File Exchange

—
Distribution & Collection

Automation engine

On-Demand Privileges
Manager™
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IlnuensuposaHue PIM for Hosting Providers

Annual subscription for hosting service providers

Enterprise Apphcation on-Demand privileged
password |dentlty Privileges SesSiO“
VaU|t® Manager Manager Manager

Central Policy Manager (CPM)

Secure Digital Vault™ Digital Vault
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JIlnueHnanpoBaHue SIM-as-a-Service

Hosted instance of SIM on an annual subscription basis

Secure User

DCA
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